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1. MOTIVATION

» Proliferation of loT devices challenges in securely and
conveniently connecting devices with limited user interfaces.

---------------------

» Discovering and bootstrapping a initial wireless connection (pairing)
IS cumbersome and requires expensive input abilities.

» Example of pairing procedure between mobile devices (Bluetooth):
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for colocated devices, leveraging spatiotemporally unique noise
contexts observed in commercial power line.
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» Stationary loT devices (i.e., Alexa, Nest) delegates input abilities to
mobile application, which further complicates pairing procedures.

» Power line noise is dependent on number and type of surrounding
electrical devices.

» Simple key extraction algorithm suitable for low-cost hardware for
scalable deployment.

» As devices become smaller and more ubiquitous, it is unreasonable
to utilize current pairing paradigm for mobile and stationary devices.

» Evaluation in one bedroom apartment with periodic establishment
of 128-bit keys every 10 minutes for six days:

2. SYNCVIBE FOR MOBILE DEVICES
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4. RESEARCH INTERESTS

» Security of loT: researching usable and secure HW/SW system
design for various kinds of emerging loT devices.
» Embedded Cyber Physical Systems: designing and implementing
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difficult than RF channel.

» Maximizes bit transfer rate with vibration clock recovery, which
extracts timing information from vibration waveform of data bits.

» Evaluation of SYNCVIBE transferring 150-bit pairing key :
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